Information Security Expert

Job information
Division / Unit: Services / Information & Communication Technology
Contract type: Permanent
Start date: 01.12.2019
Location: Nyon

Mission
Liaising with and reporting to the Information Security Manager, the role of the Information Security Expert is
responsible for UEFA’s ICT security incident response mechanism.

Key Responsibilities
- Reviewing, documenting and implementing an ICT security incident response plan;
- Conducting first-level forensic investigations in case of major incidents;
- Investigating and responding to operational security risks and attacks;
- Producing reports and technical documentation for users and top management in case of major incidents;
- Supporting improvements in UEFA’s ICT security governance;
- Making proposals on all aspects of information security (governance, processes and technologies);
- Ensuring that security requirements and standards are clearly defined and incorporated into all ICT projects;
- Participating in the implementation and optimisation of information security standards across UEFA;
- Providing technical studies and expertise and evaluating new products and technologies related to ICT security, to
protect UEFA against existing and emerging security threats;
- Designing and/or assisting in the implementation of ICT security solutions.

Profile of successful candidate
Experience required:
- from 4 to 6 years' professional experience in information systems security
- from 1 to 3 years' experience in working with hardware and software systems, including OSs, databases,
applications and networks
Education:
- Bachelor's degree in a related area or equivalent professional experience
- Technical Diploma Technical security certification (e.g. GCFA)
Certification in recognised security standards and best practices (e.g. CISSP, ISO 27001, ISO 27002)

Languages:
- English / Advanced
Additional requirements:
- Excellent knowledge of technologies, products and architectures used in the field of information systems security
- Excellent knowledge of incident response planning
- Good knowledge of information security governance, risk assessments, etc.
- Good understanding of how different systems interconnect
- Strong ability to work independently, with good project management skills
- Strong ability to work in a team and with partners, vendors and consultants
- Strong ability to communicate with top management, colleagues, partners, vendors and consultants

